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Multi-Factor Authentication (MFA)

Quick Guide to MFA

This guide is intended as a quick reference and describes only two methods (TOTP and paper TAN
list).

For more details on other MFA methods and notes, such as how to manage your tokens in the portal,
see the ** complete guide**,

What is MFA?

MFA provides additional protection for your university account. In addition to your password, you will
need an additional security code (token).

This ensures your account remains secure even if someone knows your password.

Once set up, you will need an additional security code from your app or TAN list, or a hardware token,
when logging in.

What do | need to set this up?

1) Your university login credentials (username (in the format ab1234) & password).
2) An authenticator app on your smartphone to scan the QR code OR the ability to view or print the
PDF file.

Recommended app: PrivacylDEA Authenticator
Alternatively, the following also work: Microsoft, Google Authenticator, FreeOTP, or 2FAS.

Scan the QR code here and download the app to your phone.

For Android
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For iOS

How do | set up my token for MFA?

1. Open the following URL in your browser: https://mfa.hs-woe.de/
2. Log in using your university credentials (username & password).
3. Click on “Roll out token” on the left to set up your MFA method.

eduMFA Portal der Jade Hochschule

==

Neuen Token ausrollen

0

P—— [

Tokendaten

5. Select the desired token type.

I. TOTP with the Authenticator App

TOTP (Time-based One-Time Password) is a time-based one-time code that is regenerated every 30
seconds and is used for secure login as a form of 2FA.

Recommended!

e Select TOTP
e Enter any description for your token. Example: “App - Username”
e Click “Roll out token”.
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Neuen Token ausrollen
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Use Timeshift

Beschreibung
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» Scan the QR code using your Authenticator app. The app will display a 6-digit code.
e |f you are performing this process on your mobile phone and cannot scan the QR code, click on
the blue word “here”

hen

Neuen Token ausrollen
e

Der OTP-Schlussel
Jlicken, wenn Sie die Einrichtung direkt auf

Oder
KNCken See hier oder sCannen Sie den -Code, um den
Taken in Ifwer Smartphone-App hinzuzufligen
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[her Token wurde ausgenoll, aber Sie missen inn noch venfizieren, bevor er venwendet wesden kann!

Der QR-Code enthal den geheimen Schissel fir Inren
Token. Diesen missen Sie schitzen. Wenn jemand
anderes diesen OR-Code gesehen haben konnts,
erzeugen Sie den OR-Code bitte neu, wenn kein
anderer zusieht.
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der App in dieses
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Please entera valid OTP vjiue of the new token,
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e Important: Enter this code in the field and click: “Verify token”.

Important: Your token will only work after clicking “Verify token”.

Il. PPR (TAN List) as a PDF File

e Select PPR
e Enter a description (token type & username). Then click on “Roll out token”.

Neuen Token ausrollen

PPR: One Time Passwords printed on a sheet of paper. @ w

Der Paper-Token ist eine ausgedruckte Liste mit OTP-Werten, Mit diesen OTP-Werten kann sich der Benuizer authentisieren, Er

streicht dann die Werte aus der Liste, nachdem er sie benutzt hat

Beschreibung

=]

e Save or print the PDF file and keep it in a safe place.
e Important: Enter the first code (No. 0) in the field and click: “Verify Token”.
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) Dashboard [ Token X Benutzer £ Konfiguratior QL Audit . K onenter & Aktualisieren

Neuen Token ausrollen

Drer Token mit der Senennummer PPROMOTECFS wurde erfolgreich fur den Benutzer ha 1085 in Realm hs-woe.de ausgerolit.

mportieren Der OTP-Schitssel >
IQES anZeigen
& OTP-Liste drucken ’<.,1:|
CET TORETT wange a0=gercit, aber Sie missen ihn noch vernfizieren, bevor er verwendet werden kann!

Please enter a valid OTP value of the new token.

::} B-stelligen Code aus der Papier-Liste hier eingeben

okentypen

Important:

e The list CANNOT be downloaded again after closing the page.
 Your token will only work after clicking “Verify token”.

Important Security Notice:

e Treat the TAN list as you would a password.

e Keep it in a safe place and do not leave it lying out in the open on your desk or in other
easily accessible locations.

e Do not share the list with anyone else.

lll. Purchasing security keys as hardware tokens

If you do not wish to use a personal smartphone for MFA or require an additional authentication
method, you can obtain a hardware security key through the HRZ.

The security key serves as a second factor for login and can be used as an alternative to or in addition
to an authenticator app.

Orders are placed via the ticket system by sending an informal email specifying the cost
center, hardware type, and connection type (USB-A or USB-C).

The following variants are currently available:

Category USB Version |MFA Method Cost Model

** Display Token** TOTP €13
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Category USB Version |MFA Method Cost Model

Swissbit iShield2 USB-A or -C €24/ BN
Key &NFC WebAuthn / Passkey €28 LN
Yubico Security Key g(iIECA or -C WebAuthn / Passkey €35

For more details, see here.

Note:

e The prices listed may vary slightly depending on the offer and time of order.
e After receiving the security key, it must first be set up and then registered in the

eduMFA portal.

What's new when logging in with MFA

1. After logging in with your username and password (just as you did before), a new login
window will appear.

vk wnN

Open your Authenticator app or your TAN list (paper code)
Enter the 6-digit code from the app/list into the corresponding field
Click on “Verify”
You are then successfully logged in.
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Wilhelmshaven Oldenburg Elsfleth
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Anmelden bei primion.jade-hs.de

Zuséatzliche Anmeldung (MFA) erforderlich

Sie konnen folgende Token verwenden:
web_authn - WANOO28E380 - YubiKey ha1086

| I_IL

K- Mit Passkey oder Sicherheitsschliissel anmelden

Oder das Einmalpasswort (TOTP) eingeben:

hotp - OATHD00102293 - HOTP ha1086 Hinweis: 6
indexed_tan - PPRO0797859 - TAN-Liste ha1086 Hinweis: 3
totp - TOTPO086505F - App ha1086

D ‘ Uberpriifen

1= Sstarte Tokenverfahren neu

Probleme mit Token oder MFA? Kontakt mit Servicedesk

Manage tokens in the eduMFA portal:

% O Token A Benutz £ Axtualisieren
mdubdFi,
f Auf griine “aktiv” klicken,
um das Token zu
deaktivieren.
— Tokenanzahl: &
= Alle Token

Serennummers T | Typs T akiive Beschreibungs T Fehlerzanlers Rolout Staluss | T
5 loken 3 =)
I paper E=Z2=0] | Abgelaufen, Bitte Loschen [
Auf Nummer klicken
m das Token zu FPROO0GE paper [ aktiv | TAN-Liste az1234 [0 ]
venwalien Anzahl der fehlhaft
2 nea ar ie atten
QH TOTR totp E TOTP az1234 {:: Anmeldungen eines
Tokens
WANODB8DESF webauthn === | Abgelaufen Bitte Laschen ) T
WANODDZ16EFF webauthn [ akiiv | Key az1234
WANDOZ22823 webauthn [ akdiv | Windows Hello az1234 (0]
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Recommendation:
If possible, set up more than one MFA method.
This way, you can still log in if your cell phone is lost or unavailable.

You can find further instructions here:

e Connecting MFA to Microsoft 365 (Chapter 10, starting on p. 30)
e Set up a passkey or security key (starting on p. 15)
e All MFA Features and Management (starting on p. 36)

Lost your phone or token?
If possible: Immediately deactivate the lost token in the portal.
If no other token is available, please contact the HRZ MFA Service immediately.

Support:

Are you having problems with your token, do you need help, or would you like to send us
feedback?

Then you can submit a ticket via the Ticketsystem or send an email to one of these
addresses:

e hrz-servicedesk@jade-hs.de
¢ informationssicherheitsmanagement@jade-hs.de
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